
ISO/IEC 27001
The Information Security Management System

ISO/IEC 27001 is an international standard for Information Security Management 

Systems (ISMS). It helps organisations safeguard crucial data, minimise risks 

and ensure smooth operations, giving stakeholders and customers peace of 

mind. It provides organisations, of all types and sizes, with clear guidelines for 

planning, implementing, monitoring and improving their information security. 

ISO/IEC 27001 Certification Benefits

Defines the establishment, implementation, maintenance and continuous 

improvement of an ISMS.

How does ISO/IEC 27001 work?

Organisations are facing information security challenges

How can ISO/IEC 27001 help?

The standardised structure and 

terminology make it easier to 

apply and integrate with other 

management systems.

Risk 
management

Evolving 
threat 

landscape

Statutory, 
regulatory &  

customer 
requirements
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security into 

organisational 
culture

Supply chain 
integrity

The standard focuses on:

• Confidentiality, integrity & availability of 
crucial business data

• Proactive risk identification & management 

• Minimising disruptions & maintaining business 
continuity

• Demonstrating commitment to robust security 
practices

• Promoting an information security culture  

• Continual improvement

Adopts the ten steps of the High-Level Structure 

applied to all new management system standards. 

1. Scope

2. Normative references

3. Terms & definitions

4. Context of the organisation

5. Leadership

6. Planning

7. Support

8. Operation

9. Performance evaluation

10. Improvement

ISO 55001
Asset management 

system

ISO 22301
Business continuity 

management system

ISO 9001
Quality management 

system

ISO/IEC 20000-1
IT service management 

system

ISO/IEC 42001
Artificial intelligence 
management system

ISO/ IEC 27001
Information security 
management system

Plan Do Check Act

The Plan-Do-Check-Act (PDCA) cycle helps to continually improve performance.

Context of the organisation

Leadership

Planning

Support

Operation

Performance evaluation Improvement

The Certification Process – Key Steps

1. Pre-sales &  
Order 

Confirmation

TÜV SÜD prepares 
individual offer/s 

based on the 
questionnaire/s 
submitted. The 

organisation must 
give us order 
confirmation

2. Audit  
Planning 

TÜV SÜD reviews 
your questionnaire 

to develop the 
audit plan and 

coordinates the 
audit process

3. Audit  
Action 

TÜV SÜD 
conducts 

Stage 1 audit on-
site, updates 

original audit plan, 
and completes 

certification audit 
Stage 2

4. Any 
Deviations? 

Your organisation 
implements 
corrective 

measures to 
address non-
conformances 
identified by  

TÜV SÜD 

5. Certification 
Issuance 

A positive  
decision by  

TÜV SÜD allows 
your organisation 

to use the 
certificate and the 
certification mark

 

6. Surveillance 
Audits 

Annual audits and 
recertification 

audits required 
to maintain 
certification 

validity
 

Add value.  
Inspire trust.
tuvsud.com/iso-27001

systemcertification@tuvsud.com
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For more information please visit our 
website or contact us.

Secure Operations 
Protect confidential 

information, business 
data integrity & IT 
system availability

Build Trust
Demonstrate the highest 

security standards 
to stakeholders & 

customers

Minimise Risks
Reduce disruptions &  

financial losses 
associated with data 

breaches

Continuously 
Improve

Maintain optimal security 
posture through self-

monitoring & optimisation

Experience
we have decades 

of experience 
in management 

system auditing and 
certification

Credibility
our certification 

mark demonstrates 
your commitment 
to environmental 

management, helping 
you gain and maintain 

customer trust

Reputation
TÜV SÜD’s brand is 

recognised worldwide 
as standing for safety 

and added value

International 
presence 

TÜV SÜD is your 
international partner 
who is at your side 

worldwide

Why TÜV SÜD?

Suitable for organisations of 
every type & size 

Boosts stakeholder & customer 
confidence by demonstrating 
commitment 

Aids in legal & regulatory 
compliance with a structured & 
auditable approach

International standard 
applicable to the global market

Safeguards businesses by 
protecting crucial data from 
breaches, leaks, alteration & 
unavailability

Establishes a systematic & 
comprehensive approach  
for managing information 
security risks

Continuous improvement 
framework which supports 
adaption to evolving security 
threats & technologies


